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Landscape: silos

Å¢ƻŘŀȅΩǎ ƎƻǾŜǊƴƳŜƴǘκŜƴǘŜǊǇǊƛǎŜκŎƻƴǎǳƳŜǊκǘŜƭŎƻ 
services are hard-wired, siloed, self-centered systems
ïRigid Perimeters

ï¦ǎŜǊǎ ǊŜŘǳŎŜŘ ǘƻ ǘƘŜ ǎȅǎǘŜƳΩǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ¢I9a

ïDigital experience is organized from the POINT OF VIEW 
systems, not the users of the systems

ïRigid technology landscape ςin terms of protocols, 
formats, syntax, semantics

ïSingle source of truth ςthe silo
ÅEasy to know what to believe ςōǳǘ ŘƻŜǎƴΩǘ ŎǊƻǎǎ ōƻǳƴŘŀǊƛŜǎ 
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Silos: so last century

Silo perimeters are impermeable

Example: Government disconnected 
from Private Enterprise

Today, business takes place in a 
mesh, with outsourcing, mobility and 
partner access
Example: Government connects with 
industry

All entities are reduced to the 
ǎȅǎǘŜƳΩǎ ŘŜŦƛƴƛǘƛƻƴ ƻŦ ǘƘŜƳ

Entities want to obtain a service ςnot 
be defined by it.

Experience should be organized from 
ǘƘŜ ¦{9wΩ{ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ όǘƘƛǎ ƛǎ ǘƘŜ 
real meaning of User Centric 
computing)

Rigid and conflated protocols, 
formats, syntax, semantics

When everything is quarantined we 
are frustrated by our inability to 
combine things

Single source of truth Reach across boundaries

How do I fit in to the 

userôs experience?
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User-centered versus silo-centered worlds

ÅDifferent kinds of silos we face as users
ïOperating Systems and Environments
ÅE.g. Windows versus OS X or Linux

ïApplications
ÅE.g. SAP versus SharePoint Collaboration

ïEnterprises and Governments
ÅE.g. Departments

ÅNational and Regional Governments

ÅGovernments and enterprise 

ïNetworks
ÅE.g. Firewalls versus NAP versus machine guards

ïThe Access Control Stack 
ÅNetwork, Storage, Information, Application, Functions, Services
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Policy-based control: incompatible with silos 

ÅDigital systems function like a fortress: 
multiple concentric rings of defense
ïGuards controlled the fortress from drawbridge to 

castle keep

ÅDigital physics tells us that to protect 
digital systems, policy must also control 
access end-to-end
ïbŜŜŘ ŀ ǿŀȅ ŦƻǊ ŀŎŎŜǎǎ ǘƻ ōŜŎƻƳŜ άǎǳōƧŜŎǘ 
ƻǊƛŜƴǘŜŘέ

Diverse 
components

Firewall

Network

Front Tier

Application Access 

Mid Tier

Operation

Back Tier

Storage System

Information 
Protection
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Legonics for digital integration

ÅCombining ólegoô and 
óelectronicsô
ï le·gon·ic : adjective

ÅThe quality of being easily 
pluggable into other services 
to create more value, like 
pieces of Lego or integrated 
circuits

ï le·gon·ics : noun
Å (used with a singular verb) the 

discipline dealing with the 
development and application of 
devices and systems that can be 
assembled through convertible 
claims. 

Å (used with a plural verb) Legonic 
systems and devices: The 
legonics aboard the new aircraft 
allow it to be customized in a 
matter of days.

See http://www.lego.com



Kim Cameron, Architect of Identity, Microsoft
Porvoo

Group

Storage Legonics

Disk Driver Interface

SCSI IDE SASI
Seagate,

Hitachi, etc
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Transport Legonics

TCP/IP

Ethernet Token Ring X.25 Wireless
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Identity Legonics

Identity Metasystem

Kerberos X.509/PKI SAML
Minimal

Disclosure

Tokens*
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Like a ñcircuit boardò for digital components

ÅClaims
ï The information through which loosely coupled components can decide 

whether and how to provide services
ï Different sources of claims for different purposes
ï An assertion which is in doubt

ÅClaims describe entities:
ï Principals 

Årequestors of access, e.g. humans, devices, applications
Åcomposite principal = human + device + application

ï Resources
Åtargets of access request, e.g. services, data

ï Actions, Contexts, Processes, etc 

Å!ŎǘƛƻƴŀōƭŜ ŎƭŀƛƳǎ όǘǳǊƴƛƴƎ άŎƭŀƛƳǎέ ƛƴǘƻ άǘǊǳǘƘέύ
ï Claims a component is willing to act upon after evaluation
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A taxonomy of claims

Static What we have traditionally called 
άǇǊƻǇŜǊǘƛŜǎέ ŀƴŘ άŀǘǘǊƛōǳǘŜǎέ ςstatic 
within some window of time

Date of Birth
Name
Address

Identifier

Relationship Subject is in some relationship with 
another entity .
Open ended model with multiple 
sources and viewpoints

Groups
Roles
Personal Assistant
Children

Derived Claims that leak little information 
derived from static claims

Over 21 OR Under 16
University Student
Person in Drug Trial
¦ƴƳŀǊǊƛŜŘ CŜƳŀƭŜ ƛƴ нлΩǎ

Capability Rigid line between authentication and 
authorization disappears

Can-read-calendar
Can-access-write-operation
Deny-update
Financial-transaction-approved

Meta Claims Claims about a subject identified by 
other claims

User-agent-virus-free
In-person-registration
Current-location: Building 5
Authentication-OTP
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Functional components

ÅRelying Party
ïOffers a service to a user, but 

requires claims to personalize the 

service and control access

ïEVERY COMPONENT IN THE ACCESS

STACK

ÅIdentity Selector
ïThe entity from which the user 

controls release of claims and 

vetoes matching of source to 

recipient

ÅIdentity Provider
ïGenerates claims as required by the 

relying party
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Claims transformer

STS

Policy

(what I need)

+

Input

Claims

Output

Claims

Security Token Service

Certificate Authority (CA)

Key Distribution Center (KDC)

Delegated Evaluation, etc
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Claims transformers

Å Transformation rules: 
ï policies describing claims 

relations

Å One transformer may 
depend on other 
transformers for its inputs

Å Transformers will operate on 
all the claim types in the 
taxonomy

Å System architecture and 
components insulated 
ï from Trust, Format and 

Content

Å Transformers: ñSecurity 
Token Servicesò with 
intelligence

Trust

Format

Conten

t

Partner
Claim

Local 
Actionable Claim

X.509 Cert SAML token

Role Access Right
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Putting ideas together

ÅEnterprises and Government can no longer run on silos

Å To achieve end-to-end policy in loosely coupled 
components we need systems linked by claims that can 
be transferred, transformed and evaluated to match local 
needs
ï No limit to the kind of claims 

ï System insulated from content

ÅMust be consistent with digital physics
ï Components operate in a plane not bounded  by distance or location

ÅResult: a new technology of Legonics, functioning at a 
higher level of encapsulation than previous proposals, and 
creating digital components that snap together like lego

Å I have a demo that I think conveys this

http://www.identityblog.com/
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