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Landscape: silos
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services are harvired, siloed, seiltentered systems
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I Rigid Perimeters
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Digital experience is organized from the POINT OF VIEW
systems, not the users of the systems

Rigid technology landscajgan terms of protocols,
formats, syntax, semantics

Single source of truth the silo
A Easy to know what to believed dziT R2Say Qi ONZRaA A
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Silos: so last century

Silo perimeters are impermeable Today, business takes place in a
mesh, with outsourcing, mobility ana

partner access
Example: Government disconnected Example: Government connects wit
from Private Enterprise industry

All entities are reduced to the Entities want toobtain a serviceg not
aeaisSyQa RSTAYAUAbRgefinedtbyiti KS Y

cowdo Lfitintoth Experience should be organized from
D (KS L {o9wQ{ LRAYG 27
o ,eal meaning otUser Centric

computing)
Rigid and conflated protocols, When everything is quarantined we
formats, syntax, semantics are frustrated by our inability to
combine things
Single source of truth Reach across boundaries
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User-centered versus silo-centered worlds

A Different kinds of silos we face as users

I Operating Systems and Environments
A E.g. Windows versus OS X or Linux
I Applications
A E.g. SAP versus SharePoint Collaboration
I Enterprises and Governments
A E.g. Departments
A National and Regional Governments
A Governments and enterprise
I Networks
A E.g. Firewalls versus NAP versus machine guards
I The Access Control Stack
A Network, Storage, Information, Application, Functions, Services
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Policy-based control: incompatible with silos

A Dlglt_al systems fu_ncyon like a fortress:
multiple concentric rings of defense components
i Guards controlled the fortress from drawbridge to  Firewall
castle keep Network

A Digital physics tells us that to protect ~ FrontTier
digital systems, policy must also control APPication Access

Mid Tier
accesend-to-end .
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Storage System

s Information
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Legonics for digital integration

ACombi nlegog &n d
Oel ectroni csao
I le-gon-ic: adjective

A The quality of being easily
pluggable into other services
to create more value, like

pieces of Lego or integrated
circuits
I le-gon-ics: noun
A (used with a singular verb) the
discipline dealing with the
development and application of
devices and systems that can be

assembled through convertible
claims.

A (used with a plural verb) Legonic
systems and devices: The
legonics aboard the new aircraft
allow it to be customized in a

matter of days.
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Storage Legonics

Disk Driver Interface
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Transport Legonics

TCP/IP
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ldentity Legonics

ldentity Metasystem

Porvoo

Group Kim Cameron, Architect of Identity, Microsoft




L1 ke a ncilircuilt boar d

A Claims

I The information through which loosely coupled components can decide
whether and how to provide services

I Different sources of claims for different purposes
I An assertion which is in doubt

A Claims describe entities:
I Principals
A requestors of access, e.g. humans, devices, applications
A composite principal = human + device + application
I Resources
A targets of access request, e.g. services, data
I Actions, Contexts, Processes, etc

Al OGA2YyIo6fS OfFAYa 6GdINYVAY

I Claims a component is willing to act upon after evaluation
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A taxonomy of claims

Static What we have traditionally called Date of Birth
G LINR LISNI A Saé cstagicR  aNamed NA o dzi S & €
within some window of time Address
|dentifier
Relationship Subject is in some relationship with | Groups
another entity . Roles _
Open ended model with multiple Personal Assistant
: . Children
sources and viewpoints
Derived Claims that leak little information Over 21 OR Under 16
derived from static claims University Student
Person in Drug Trial
''YYlF NNASR CSYI S
Capability Rigid line between authentication and | Canread-calendar
authorization disappears Canaccesswrite-operation
Denyupdate
Financiattransactiorapproved
Meta Claims Claims about a subject identified by | Useragentvirusfree

other claims

In-personregistration
Currentlocation: Building 5
AuthenticationOTP
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Functional components

A Relying Party
T Offers a service to a user, but

requires claims to personalize the
service and control access

I EVERY COMPONENT IN THE ACCESS
STACK

A ldentity Selector

I The entity from which the user
controls release of claims and
vetoes matching of source to
recipient

A ldentity Provider

I Generates claims as required by the
relying party
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